





WHAT IS THE CYBER STARS INITIATIVE

THE CYBER STARS INITIATIVE Cyber Security is the single greatest threat

INVOLVES QUALIFYING to many UK businesses. Whilst investment in

robust IT infrastructure is critical, cyber security

éT%FII:gSF%%ME‘NN:.?ERI%IZCH awareness and the personal confidence to

apply cyber security policies is equally as

DEPARTMENT TO ACT essential. Proposed changes to EU legislation

AS A CYBER SECURITY could mean that the cost of a cyber-attack on
REPRESENTATIVE. your businesses is higher than ever.

e —————————_\\ |} mOst organisations will undertake some

THIS PROCESS HAS BEEN APPLIED TO form of cyber security training, responsibility

SATISFY HEALTH AND SAFETY, FIRST AID often sits with specific IT associated staff. The

AND EQUALITY REQUIREMENTS FOR MANY  Cyber Stars Initiative is about empowering
YEARS. THE NEED IS LONG OVERDUE TO those individuals without an IT or cyber
APPLY THE SAME PRINCIPLES TO CYBER background within the wider organisation, by

SECURITY. offering them an opportunity for professional

CYBER@INTQUAL-PRO.COM development. Cyber Stars encourages a
culture of personal responsibility for
organisational cyber security.
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DERTAKE THE

PROQUAL LEVEL 2 AWARD IN CYBER
SECURITY AWARENESS FOR BUSINESS

Through the achievement of a nationally
recognised qualification, an individual must
prove that they understand the range of threats
and can perform the appropriate tasks when the
time is right.

The responsibilities of a Cyber Star go beyond
an increased personal understanding of cyber
security. ACyber Starisresponsible forensuring
that good cyber security is adhered to within
their workplace, educating colleagues and
peers to specific threats. By qualifying a team
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of Cyber Stars, you are best placed to ensure
sustainable security awareness and better
stil, a workforce that takes personal
responsibility for cyber security.

On completion of their qualification, Cyber
Stars will be offered access to the Cyber
Stars Portal;, on which industry experts
share time  sensitve cyber  security
information and threats. This ensures that you
are best placed to adapt with an ever changing
cyber threat landscape and minimise the risk to
your organisation.



WHAT CAN A CYBER STAR DO?

IDENTIFY CURRENT CYBER RISKS - Assist in the implementation of effective
SPECIFIC TO YOUR BUSINESS cyber incident response procedures

D ———————__ Ensyre that colleagues are updated with

the latest cyber security threats, legislation

EDUCATE COLLEAGUES ON A and best practice_

RANGE OF CYBER SECURITY

ISSUES TO INCLUDE ACCESS - Act as a point of contact for the
MANAGEMENT, END POINT implementation of safe mobile and home
SECURITY AND THE SAFE USE OF working policies.

SOCIAL MEDIA.

* Provide a business wide network of
qualified cyber security professionals with
the knowledge to implement effective
cyber security policies, assisting with both

CYBER@INTQUAL-PRO.COM legaslative and 1ISO 27001 compliance.

- ldentify security risks specific to WiFi
zones and their usage.
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ALL CYBER STARS WILL BE GIVEN THE
OPPORTUNITY TO ACHIEVE THE PROQUAL
LEVEL 2 AWARD IN CYBER SECURITY
AWARENESS FOR BUSINESS.

THE CYBER STARS PROGRAMME IS
DELIVERED USING AN EFFICIENT BLENDED
LEARNING PROCESS.
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Intqual-pro will deliver a one day essentials
workshop in which all key learning points will be
covered. These workshops can be delivered on
client site or at one of our national training venues.
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HOW ARE CYBER STARS QUALIFIED?

Following the workshop learners are able to
access a range of learning support materials
specific to cyber threats. These materials
detail methods utilised by cyber criminals
and specific associated symptoms. These
resources can then be used to increase
awareness throughout the rest of the Cyber
Stars’ area of responsibility.

All Cyber Stars must complete an assessment
as proof of knowledge following the training
package. Upon successful completion Cyber
Stars will, upon request, be provided with

access to the Cyber Stars Portal
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When compared to the recommended expenditure
on cyber security infrastructure, the Cyber Stars
Initiative is the most cost effective way to ensure
complete cyber security awareness for your
business.

Learners from around the world are
joining the Cyber Stars Initiative today,
protect your business before it's too late.

CYBER@INTQUAL-PRO.COM
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CONTACT:
CYBER@INTQUAL-PRO.COM
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